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Introduction

The Business Continuity Planning & Recovery (BCPR) Process is one of the most strategic initiatives a company can incorporate to manage the broad spectrum of  risk. The BCPR Process can help businesses assess the risks that threaten their viability, identify and implement measures to mitigate those risks before a major incident occurs, and plan for a quick and coordinated recovery should an incident occur.  

The BCPR Process can be broken down into four key components:

· Process/Program Management - including initiation, development, maintenance, and updating.

· Pre-Incident Risk Analysis - including Vulnerability Analysis, Impact Measurement, Risk Profiling, and Risk Reduction/Mitigation.

· Incident Response & Recovery Planning - including Incident Response Procedures, Crisis Management Protocols, Business Recovery Strategies, and Plan Testing & Exercise.

· Post-Incident Plan Execution & Imple-mentation

To be truly effective, the BCPR Process needs to consider the exposures presented by the entire supply chain - from R&D, procurement of materials, production, distribution, and customer service. Some of the rewards provided by a complete and fully tested BCPR Program include efficient recovery of operations, maintaining service to customers, minimizing financial impact to the company, plus protecting both company image and shareholder value.

The term Incident Readiness is a key element of the overall BCPR Process and  includes key parts of the Pre-Incident Risk Analysis and Incident Readiness & Recovery Planning components listed above. 

Refocusing the BCPR on Incident Readiness, specifically  within the semiconductor produc-tion cleanroom, can help to identify specific physical exposures and aid in the development of mitigation and/or recovery strategies and options.  The first step in the right direction involves risk analysis.

Pre-Incident Risk Analysis

The first element of Incident Readiness is pre-incident risk analysis. Often times, the effort afforded to pre-incident risk analysis is limited, and consequently the merits of completing the analysis are not fully realized. These merits can include: 

1. Identification of risks and potential impact to the business's bottom line.

2. Profiling of risks to help prioritize mitigation and recovery strategies.

3. Reduction of risk frequency and severity.

Pre-incident risk analysis should be completed for both operational and physical risks. The process is similar for both and they include the following components:

· Risk Identification

· Impact Measurement

· Risk Profiling

Each of these components is further discussed below.

Risk Identification

The complete BCPR Process needs to consider all types of risks peril categories including:

· Operational

· Site Level

· Infrastructure

· Natural Hazards

There are many techniques available to identify physical risks. These techniques have varying levels of sophistication and can be applied based on a specific need. A partial list of  techniques is shown in Table 1.  

It is also important to identify applicable codes, standards, or reference materials against which your identification analysis will be performed.  

Table 1 - Risk Analysis Techniques



Cause - Consequence Analysis

Failure Modes & Affect Analysis (FMEA)

Fault Tree Analysis

Hazard & Operability Analysis (HAZOP)

Preliminary Hazard Analysis (PHA)

Preliminary Hazard List (PHL)

What-If Analysis

Once the process of identifying risks is complete, the next step in the risk analysis involves determining the potential effect of each identified risk.

Impact Measurement

Similar to risk identification techniques, impact measurement methods have various levels of sophistication. It is strongly recommended that as a minimum, impact measurement include two key components which can be characterized either qualitatively or quantitatively:

· Risk Likelihood 

· Risk Severity 

Assigning the likelihood component can be challenging.  Available sources of likelihood information include Incident History, Fault Tree Analysis, and Component Failure Rate Data.  Likelihood can be reported by expected rates of occurrence (which may be annualized or provided as a percent). 

The severity component is generally less challenging to determine than likelihood. Sources of severity information include Modelling, Incident History, and Expert Input.  Severity can be reported in many different ways, for instance: physical damage to equipment and the facility or lost production (based on the machine or facility). 

Risk Profiling

The combination of risk identification and impact measurement is a powerful risk analysis tool called Risk Profiling.  It is a key element of the BCPR Process and helps prioritize prevention and/or recovery strategies. A basic risk profile will assign groupings to the Severity and Likelihood components (for example very low to  very high). These groupings can then be combined to create an overall risk category (such as slight to very high).  

More sophisticated risk profiling techniques implement the use of risk scoring or weighting elements. Such techniques can be customized as desired and provide more flexibility in establishing risk mitigation options and strategies.   

A completed risk profile will help management focus on the most critical risks. The next step is to evaluate mitigation options for each of the identified risks. 

Risk Mitigation

The main goal of risk mitigation is to reduce the risk frequency and severity to an acceptable level. The key is to establish risk tolerance thresholds, which will vary by company and even within a company.  Mitigation options should be developed for the various identified risks and should include a cost benefit analysis. Combined with the risk profile, a cost benefit analysis provides further information to help prioritize mitigation strategies.

Mitigation options can be in the form of both:

· Physical Risk Mitigation 

· Operational Risk Mitigation 

Mitigation can reduce the severity and likelihood, but it cannot completely eliminate risk. Even with the most complete risk mitigation strategies, some level of residual risk will always remain. Also, there are times when mitigation options are not considered practical due to costs or technology.  These situations are best managed through the second part of the Incident Readiness component of the BCPR Process.

Incident Readiness & Recovery  Planning Needs

No matter how thoroughly risk management activities and accident prevention programs are carried out, accidents still happen.  The best accident prevention programs may considerably reduce the risk of an accident occurring, but will not totally exclude an accident from ever happening. 

Too often, the opportunity to rapidly recover following an incident is lost, due to the manner in which the initial response following the incident is handled.  Operations personnel, typically have no prior experience and training in dealing with incidents.  Therefore, significant time is often lost as personnel (1) decide how to respond, (2) determine what they perceive to be valid equipment reinstatement options and (3) how they carry out the selected option.

Typically, Disaster Recovery Plans and Business Continuity Plans focus on infrastructure and facilities, with less emphasis on production equipment.  Typical responses to damaged equipment will be “procure new equipment”, often ignoring the availability or procurement lead-time.

Further, contaminated/damaged equipment is often left to deteriorate even more while operations personnel decide how to react to an incident and how to resume business.  Following a fire or floodwater incident, a period of only a few hours following the incident can turn technical equipment (computes, electrical equipment, machinery etc.), that was initially only lightly affected, to equipment suffering severe damage if the equipment’s condition is not rapidly stabilized so as to prevent further deterioration.

Experience has shown that when such stabilization is not undertaken the value of the equipment reduces to zero within a relatively short time with no residual salvage value whatsoever.

Appropriate stabilization after an incident can, at the very minimum, protect the residual salvage value which is typically 5-15% of the current replacement price of the equipment at the time of the incident.

However, most importantly, once professional stabilization has been accomplished, the equipment recovery option remains available for a reasonable length of time.  Professional recovery of equipment contaminated by fire, water, or chemicals can ensure that the originally expected lifespan of the equipment will be at least maintained, and frequently the lifespan of the equipment will even be extended, thereby increasing the post-incident residual value of the recovered equipment.

incident on these tools.  Such an assessment will lead directly to the timely It must, therefore, be of paramount importance to any business, to adopt and implement risk management / business continuity strategies that:

1. Minimize the risk of a detrimental incident from occurring;

2. Leave open a number of equipment recovery options; and

3. Allow the business to resume operations literally as rapidly as possible.

Incident Readiness & Recovery Planning Strategies

The risk analysis and management techniques described earlier are key to ensuring continued operational reliability by mitigating the chance of interruptions to production/operations. However, an equally important step towards minimizing downtime and protecting the production capability of a semiconductor fab is frequently overlooked until the time arises when this step unfortunately is needed most -- pre-planned incident recovery.

A risk management concept advocated by the authors of this paper is pre-planned incident recovery program.  Such a program should be an equipment-centered incident response and management activity specifically designed to meet the specific company’s operational needs for effective incident mitigation and recovery planning.  An incident recovery program should be unique to each facility, complement current risk mitigation activities, and address in advance how best to handle all perceived major risks.

The single, major benefit to be derived from such a pre-planned response is a rapid return to business following any incident, thereby reducing business interruption costs and ensuring the organisation of a reasonable opportunity to preserve customer base/market share.

A typical Incident Recovery Program (IRP) should have three stages – (1) Incident Readiness [pre-incident]; (2) Rapid Response [post-incident]; and (3) Rapid Recovery [post-incident].

Stage-1:  Incident Readiness 

This is a series of activities which aid the organisation in understanding, preparing for, and mitigating the impact of any future incident involving production and support equipment in an individual facility.  The core element of these activities should be an orientation session which is designed to assist key on-site operations personnel to become aware of and address specific incident recovery issues relevant to their individual site.  The objectives of these activities are to ensure that the organisation has specific action plans in place to:

· Immediately stabilize the condition of contaminated equipment;

· Implement a rapid recovery plan; and

· Minimize downtime.

Stage-2:  Rapid Response 

Upon notification of major incident, a pre-qualified rapid response team of recovery specialists should immediately be dispatched to the site of the incident.  This pre-planned incident response should be led by the organisation and involve the immediate and active participation of equipment recovery specialists assisted by Original Equipment Manufacturer (OEM) specialists.

Facility personnel should expect rapid response personnel to be on-site within 24 hours of notification of an incident, in order to stabilize the condition of equipment and mitigate any further damage to the involved equipment.  These personnel should also be qualified to co-ordinate and carry out a rapid assessment of the affects of the completion of a detailed report which quickly identifies recovery options for facility management (e.g. recovery of existing equipment, replacement with new equipment, or a combination of both options).

Stage-3: Rapid Recovery  

Recovery personnel should coordinate and carry out the actions necessary in order to return the manufacturing and/or support equipment to full production, within a minimum period of time.  

Such an incident recovery program complements the entire risk management process.  In fact, the it forms a subset of the Business Continuity Planing & Recovery Process.  The following diagram depicts this integration.

The key to the timely and successful recovery of operations is the Incident Readiness stage.  The main objective of this stage is to educate and train operations personnel on how to respond immediately following an incident, and to familiarize these people with equipment recovery as a valid reinstatement option.  Equipment recovery can usually be carried out by a specialized equipment recovery company, far quicker than procuring new equipment, with recovered equipment being returned to full pre-incident condition in regard to performance, reliability/ availability and operational life span.

Conclusions

This paper has focused on the incident readiness components of the Business Continuity Planning & Recovery (BCPR) process.  It recognizes that accidents/incidents will occur and that incident readiness planning is definitely a key element in the BCPR process.

Pre-incident planning provides the fab operator with:

1. An opportunity to evaluate risk and the potential impact of an incident on the business’ bottom line;

2. A method to profile risks to help prioritize mitigation and recovery strategies;

3. An opportunity to develop risk mitigation options for possible reduction of risk severity and frequency; and

4. The incentive to create detailed recovery strategies and plans.

It is this fourth advantage of pre-incident planning that has the most direct impact upon an organization’s ability to return to business following and incident. 

When facility personnel, Original Equipment Manufacturers, and professional equipment recovery specialists are prepared to work together to expedite recovery following an incident, business interruption costs are minimized. Designing and implementing a complete BCPR Program can help raise awareness of the many risks facing organisations.  This in turn assists in establishing effective mitigation plans for incident prevention plus detailed business recovery strategies to ensure rapid recovery.
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Figure 1 - Integration of the IRP into the BCPR Process
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1 This article has been adapted from a paper presented by the authors at the 17th International System Safety Conference, August 1999.
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